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Management of application program loaded into microcircuit - usingpre-generated coded key 
stored in programmable memory for comparison withcode generated as program runs to enable 
smart-card function 
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Abstract: 

EP 475837 A 



The program is loaded into a microcircuit that is part of a smart card, and operates in several stages. 
Initially a coded signature is generated from a secret code (10) in the microcircuit and from instructions 
in the program (12). This signature is loaded into a programmable memory (14) in the microcircuit. The 
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microprocessor in the microcircuit generates another coded signature during execution of the application 
program. 

The two signatures are compared and the continuation of the program is authorised if they coincide. 

USE/AD VANTAGE - As smart cart for banking. Simplified program management for multiple 
applications incorporated into single smart card. 

Dwg.1/2 

EP 475837 B 

A method for the management of an application program loaded in a microcircuit-based medium (2), 
comprising the following steps: 

(a) to load the application program: 

- an encrypted signature is prepared as a function of a secret code (10) of the microcircuit and certain 
instructions of the program; 

- this signature if loaded into a programmable memory (14) of the microcircuit; 

- the program is loaded into a program memory (12) of the microcircuit; 

(b) when the application program is to be executed: 

- before the execution of the application program, the microprocessor of the microcircuit is made to 
prepare (1 1) another encrypted signature; 

- this signature is compared (17, 18); and 

- the program is allowed to run on according to the result of this comparison. 
Dwg.1/2 

US 5191608 A 

The application program management method involves computing a signature according to complex 
encrypting algorithm taking account, firstly, of a secret code proper to the card and, secondly, of the 
instructions proper to the program. 

The signature thus computed is compared with a signature that has been pre-recorded in the card under 
the same conditions at the time of its delivery by the card-issuing party. It is shown that several uses can 
be authorised without jeopardising their security. 

USE - For chip cards. 

Dwg.2/2 



http://tooMt.dialog.com/intranet/cgi/present?STYLE=621875714&PRESEN^ 11/10/2004 



f • Bfalog Results 



Page 3 of 3 




FIGJ 

Derwent World Patents Index 

© 2004 Derwent Information Ltd. All rights reserved. 

Dialog® File Number 351 Accession Number 8963145 



http://toolkit.dialog.com/intranet/cgi/present?STYLE=621875714&^ 11/10/2004 



